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Sensor platforms

TinyOS
and NesC:

OS and language for
embedded systems

Imote2



Sensor networks

® Pervasive Healthcare. EX
Body Sensor Networks L




Overview:
Node-based verification

® Language:

® NesC, C
® “Bounded” verification:

e few IRQ calls

® |ittle recursion unwinding (CBMC)
® Specifications:

® assertions upon program states
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..and TinyOS's compile stages
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inline static void

RealMainP$Scheduler

$init (void ) {
SchedulerBasicP

o $Scheduler$init () ;
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Solution 1, high-level

MainC
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Interface to Radio

amRadioStart ()
radioGetPayload()
amRadioSend()
amRadioReceive()

Interface to Leds

ledon() / Off() / Toggle()
SetLeds() / getLeds()

Interface to Sensors

sensirionShtll temperature read()

sensirionShtll humidity read()

hamamatsuS10871 tsr read() [Am|’09 -- EurOpean Conf.
hamamatsu$1087_par_read() on Ambient Intelligence |




Solution 2, close to hardware

Preserve system-wide code

Model the microcontroller’'s working:
memory map, interrupt system.

# 53 "tinyos-1l.x/tos/platform/telos/hardware.h"

static inline
void TOSH MAKE GREEN LED OUTPUT (void)

{

static volatile uint8 t r asm ("0x0032");
r |=1<5;
}

# 90 "tinyos-1l.x/tos/platform/msp430/MSP430TimerM.nc"
void attribute((interrupt(12))) _ attribute((wakeup)) sig TIMERAO VECTOR (void)

{
MSP430TimerM$CompareAO$fired() ;

}



Our toolchain

cprover assertion instrumentation

assertion instrumentation . . .
(application-based) (memory violations, exceptions)

RadioSense ToLedsC # 104 " /Users/doina/tiny< tos 2 cp rover
static inline void McuSl¢ . , ; ; }
#line 109 (Source transformatlon, :nllne static void McuSle
{ : uintlé t temp;
| I \ uin emp; n | I y n i cuSlee p,ir . . .
:_.-\_!\-[S_micl(_' ! ActivelMessageC e || T | " ! #linetiizt temp IRQa ) a ys S, a d ] {f(M SleepC_dirty) Cprover assertlon Vlolatlons
77777 T T if (McuSleepC$dirty) { InStrumentatlon) ) McuSleepC_computePowe with program trace
: ) McuSleepC$computePc | temp = McuSleepC mspd30
- _R2 |= temp;
= sig ADC_VECTOR();

temp = McuSleepCS$msp4 3l
Generlio ( ; ,% i —asn volat:l'_le (::?15 |||ega|—addreSS nesc_disable interrup
weneral Giencral Wfirneal nit __asm volatile ( . } . | .
__nesc_disable interruj dereferences

}

PlatformLedsC

nesC/C modules, MCU-specific CProver-readable
configurations, wiring C/asm (mspgcc) standard C



Problem size

Blink Sense TestDissemination
functionality timer sensor, timer CC2420 radio, timer
lines of code, number of loops 3340, 8 7181, 16 13388, 31
memory-violation assertions 35 132 747
expected interrupts TIMERBO TIMERBO, ADC TIMERBO, PORT1, PORT2, UARTORX,
UARTOTX
reachable functions total: 248, total: 520, TIMERBO: | total: 1022, TIMERBO: 364, PORT1: 153,

TIMERBO: 114

185, ADC: 166

PORT2: 25, UARTORX: 268, UARTOTX: 16

potentially raced global TIMERBO: 6 TIMERBO: 7, ADC: 11 | TIMERBO: 15, PORT1: 13, PORT2: 0,
variables UARTORX: 19, UARTOTX: 0
IRQ instrumentations initial 21, initial 92, initial 422,

minimized to 4

minimized to &

minimized to 30
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Verification times
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Mission statement

—>

21: I((int)etx1.type == 0)?
true false
27: !((int)ctx 1.type == 1)? S .t b |
p : ultable
false |\23: po
(29. ; ~ (.1 ]
= SPECITicalion
(- A
| 24: power = ctx1.value; |
—
30: !((int)ctx1.value == 1 && (int)power > 30)‘!)
]
Model extraction
33: !((int)ctx 1.value == 2 && (int)po:

Verification

l

Program-state assertions
and
Bounded model checking, CBMC (qualit.)

Real sensor deployments
(MSP430 TinyOS nodes)



