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Sensor platforms
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TelosB / 
Tmote SkyTelos

eyesIFX

TinyNode

Mica2

Mica2Dot

MicaZ

Imote2

SunSpot

TinyOS                
and NesC: 
OS and language for 
embedded systems 



Sensor networks
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Pervasive Healthcare. 
Body Sensor Networks



Overview: 
Node-based verification
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Language: 
NesC, C

“Bounded” verification: 
few IRQ calls
little recursion unwinding (CBMC)

Specifications: 
assertions upon program states



Drivers

Platform-specific 
drivers

5

A TinyOS application
Application

(C, nesC)

Kernel
(nesC)



...and TinyOS’s compile stages 
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Components
(threaded, C, NesC)

NesC
compiler

Platform-specific 
inlined program

(sequential, C + asm)

inline static void 
RealMainP$Scheduler
$init(void ){
  SchedulerBasicP
$Scheduler$init();
}
# 45 "tos/chips/msp430/
pins/
HplMsp430GeneralIOP.nc" 
static inline void 
HplMsp430GeneralIOP
$38$I$set(void )
{ 
  * (volatile uint8_t 
* )49U |= 0x01 << 6;
}

Platform
compiler

Machine code

000001c0 l    *ABS*  
00000000 DAC12_0CTL
000001c2 l    *ABS*  
00000000 DAC12_1CTL
000001c8 l    *ABS*  
00000000 DAC12_0DAT
000001ca l    *ABS*  
00000000 DAC12_1DAT
00000122 l    *ABS*  
00000000 DMACTL0
00000124 l    *ABS*  
00000000 DMACTL1
000001e0 l    *ABS*  
00000000 DMA0CTL

Deployment
on sensors

model extraction?



Solution 1, high-level

7

Our tool builds on SATABS [3], a generic software verification tool for ANSI
C; SATABS takes specifications written as user-specified assertions of boolean
conditions inserted in the code. The verification is sound (and complete for
finite-state applications): The program’s state space is exhaustively explored for
violations of the specification, including e.g. behaviours triggered by unexpected,
but possible, events such as scrambled incoming network packets. An execution
trace is returned as a bug witness, allowing the programmer to correct the fault
before deploying the application.

We (i) add native support for the C TosThreads API to SATABS, (ii) imple-
ment a SATABS-readable C model of the TinyOS system calls to stand in for the
OS kernel, and finally (iii) verify application and kernel model against context-
aware safety specifications written as SATABS assertions. We report benchmarks
on running our tool on standard applications distributed with TinyOS’s sources,
and on a more complex healthcare application; we find routine violations of
safety requirements in staple TinyOS code.

2 The Automatic Verification of TinyOS Applications

This section presents our verification method. We first overview TinyOS and the
structure of a TinyOS application, which then allows us to underline possible
sources of TinyOS software bugs. Finally, we assess performance with a set of
benchmarks and point to the cause and nature of the bugs found.

Modelling the TinyOS Kernel

barrier_block()

barrier_reset()

amRadioReceive()

amRadioSend()

radioGetPayload()

amRadioStart()

sensirionSht11_temperature_read()

sensirionSht11_humidity_read()

hamamatsuS10871_tsr_read()

hamamatsuS1087_par_read()

Application

and Synchronization
TOSThread Scheduler Interface to Radio

Interface to Leds

ledOn() / Off() / Toggle()

SetLeds() / getLeds()

tosthread_main()

Interface to Sensors

tosthread_sleep()

tosthread_create()

tosthread_destroy()

mutex_lock()

mutex_init()

Fig. 1. A TinyOS application programmed in the TosThreads C API, calling TinyOS
kernel services, as available on a Tmote Sky sensor node with integrated sensors for
temperature, humidity and light intensity.

A TinyOS application programmed in the TosThreads C API [2], as depicted
in Fig. 1, is tightly connected to the rest of the operating system’s kernel by

approximate 
models

precise model

[ AmI’09 -- European Conf. 
on Ambient Intelligence ]



Solution 2, close to hardware
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Preserve system-wide code
but

Model the microcontroller’s working:
memory map, interrupt system.

# 53 "tinyos-1.x/tos/platform/telos/hardware.h"
static inline
void TOSH_MAKE_GREEN_LED_OUTPUT(void)
{
  static volatile uint8_t r __asm ("0x0032");
  r |= 1 << 5;
}

# 90 "tinyos-1.x/tos/platform/msp430/MSP430TimerM.nc" 
void __attribute((interrupt(12))) __attribute((wakeup)) sig_TIMERA0_VECTOR(void)
{
  MSP430TimerM$CompareA0$fired();
}



Our toolchain
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  uint16_t temp;
{
#line 109 
static inline void McuSleepC$McuSleep$sleep(void )

assertion instrumentationassertion instrumentation

  temp = McuSleepC$msp430PowerBits[McuSleepC$powerState] | 0x0008;

  if (McuSleepC$dirty) {
#line 111 

# 104 "/Users/doina/tinyos−2.x/tos/chips/msp430/McuSleepC.nc" 

(application−based) (memory violations, exceptions)

   __asm volatile ("" :  :  : "memory");
  __nesc_disable_interrupt();
}

   __asm volatile ("bis  %0, r2" :  : "m"(temp));

    }
      McuSleepC$computePowerState();   temp = McuSleepC_msp430PowerBits[McuSleepC_powerState] | 0x0008;

{
  uint16_t temp;
  if(McuSleepC_dirty)
  {
    McuSleepC_computePowerState();
  }

  _R2 |= temp;

dereferences

inline static void McuSleepC_McuSleep_sleep( void )  

  __nesc_disable_interrupt();
}

  sig_ADC_VECTOR();illegal−address

tos2cprover

cprover

nescc

(mspgcc)

assertion violations
with program trace

cprover

configurations, wiring
nesC/C modules, MCU−specific

C/asm

(source transformation,

CProver−readable
standard C

IRQ instrumentation)
analysis, and

Figure 2: The verification toolchain

3. STATIC TINYOS SOFTWARE SAFETY
In TinyOS, software bugs stem from both the legacy

nesC component base (the lowest levels of which are
platform-dependant), and the programmer application’s
components. By a safe TinyOS program, we understand
that which exhibits no memory violations, and whose
programmer-inserted assertions hold.

To achieve a homogeneous verification scheme for both
legacy and newly programmed TinyOS code, we cre-
ated an automated toolchain of program transforma-
tion and verification as depicted in Fig. 2. In order to
be able to treat both nesC components and the C/nesC
TOSThreads identically, an initial run of TinyOS’s nescc
compiler is used to generate an inlined, platform-specific,
low-level C program; instead of employing the plat-
form’s own compiler to further build this into a binary
deployable on a mote, the program is passed to our own
tool, tos2cprover, which has a double task:

• In a source-to-source transformation step, it gives
ANSI-C meaning to all low-level, hardware-managing
extensions, and instruments the code so as to mim-
ick the hardware’s functionality: whenever a regis-
ter’s value is filled in from the hardware, the pro-
gram is augmented so as to provide such values.

• Then, tos2cprover reads the functions’ attributes
and determines which functions would be called
as IRQ handlers in the event of a hardware inter-
rupt, then instruments the resulting program so
that IRQ handlers are called whenever hardware
interrupts are allowed. A reachability analysis step
is used to minimize the occurence of such calls.

Following these transformation and instrumentation
steps, the result is a high-level, standard C program
which precisely (yet minimally) preserves the function-
ality of the initial platform-specific program and its hard-
ware.

3.1 Tos2CProver: source-to-source transfor-
mation

Table 1 exemplifies the source transformations exe-
cuted by tos2cprover on a TelosB, MSP430 program.
While mspgcc code implicitly assumes an underlying
memory map in which low, constant addresses have a
semantics (e.g., writing at 0x0031 programs the LEDs),
this memory is replaced with a header file defining global
replacement variables; e.g., _P5OUT is now the 8-bit out-
put register for peripheral port 5. All subsequent deref-
erences of address 0x0031 are replaced into accesses to
_P5OUT1. As a note, the Status Register _R2 has the
General Interrupt Enable (GIE) as bit 4; if GIE is set,
interrupts are enabled.

Then, mspgcc’s assembly extensions are straightfor-
wardly translated into standard C, as is all other non-
standard language (e.g., identifier names are standard-
ized by replacing dollar signs with underscores, struct
and union designated initializers are expanded).

3.2 Tos2CProver: IRQ instrumentation
The nescc-generated program inputted to tos2cprover

doesn’t explicitly call any IRQ handlers; in deployments,
the calls are made from the hardware. Instead, it de-
fines the functions and marks them as interrupt service
routines; e.g., in the case of a TelosB-based Sense, two
types of hardware interrupts are expected: one from
the user timer, TimerB, and another from the 12-bit
Analog-to-Digital Converter, ADC:

void sig_TIMERB1_VECTOR(void)
__attribute((wakeup)) __attribute((interrupt(24)));
void sig_ADC_VECTOR(void)
__attribute((wakeup)) __attribute((interrupt(14)));

Thus, asynchronous code in Sense is that which is rooted
(i.e., reachable from) either of the two IRQ handlers,
1Note that the variables we introduce are names in accor-
dance to the MSP430 documentation [21], but are preceded
by an underscore, to avoid name clashes with existing pro-
gram variables.



Problem size
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Table 2: TelosB-based test cases

Blink Sense TestDissemination

functionality timer sensor, timer CC2420 radio, timer
lines of code, number of loops 3340, 8 7181, 16 13388, 31
memory-violation assertions 35 132 747

expected interrupts TIMERB0 TIMERB0, ADC TIMERB0, PORT1, PORT2, UART0RX,
UART0TX

reachable functions total: 248,
TIMERB0: 114

total: 520, TIMERB0:
185, ADC: 166

total: 1022, TIMERB0: 364, PORT1: 153,
PORT2: 25, UART0RX: 268, UART0TX: 16

potentially raced global
variables

TIMERB0: 6 TIMERB0: 7, ADC: 11 TIMERB0: 15, PORT1: 13, PORT2: 0,
UART0RX: 19, UART0TX: 0

IRQ instrumentations initial 21,
minimized to 4

initial 92,
minimized to 8

initial 422,
minimized to 30

program outputted by tos2cprover, (ii) the number
of unique loops for which CBMC needs to have con-
figured an unwinding depth, (iii) the number and type
of expected hardware interrupts, together with quali-
tative measures of the size of the code duplication in-
curred during the IRQ instrumentation phase. As a side
note, the program generated by nescc and inputted to
toscprover is not completely optimized; for our test
cases, this input program contained code of no end func-
tionality, such as that rooted in the IRQ handlers for the
non-user timer, TIMERA0/1; tos2cprover skips instru-
menting the program with such IRQ calls. On another
hand, for TestDissemination we preserved the code for
the UART0RX/TX interrupts, and instrumented the pro-
gram with the respective calls: UART functionality may
not be wired through to the top application component,
but supports the CC2420 radio.

Finally, Table 2 gives the precise number of IRQ in-
strumentations calculated as in Section 3.2, and the
number of automatically generated, memory-violation
assertions; most of the assertions are array bounds checks,
with a number of null-pointer dereference checks.

In the remaining of this section, we give an overview
of our verification runs, discuss their scalability, advan-
tages and limitations.

4.1 Out-of-bounds array access, null-pointer
dereference, and application-based asser-
tions

We ran our MSP430 test cases through the verifica-
tion toolchain, having set to any value the contents of
the TimerB count register _TBR, the 16 ADC12 sensor
memory buffers _ADC12MEM[], and the transmit and re-
ceive buffers _U0TXBUF/_U0RXBUF.

Any verification run is parametrized by the following
measures:

• The number of IRQ calls added per code rooted
in a single iteration of the scheduler main loop.
While tos2cprover calculates the program points
at which an IRQ of a certain type can be called, a
verification run may include all, none, or any su-
perset of these calls. This is settled empirically on
a per-application basis: one TIMERB0 interrupt is
sufficient to explore the workings of Blink, and sim-
ilarly for ADC and Sense; for any network communi-
cation, on the other hand, an interrupt arrives for
any byte received, which induced us to allow more
UART0 transmit or receive interrupts per loop.

• The number of main loops which CBMC unwinds
in the SchedulerBasicP_Scheduler_taskLoopme-
thod. Given some understanding of the task loop
functionality, and the number of IRQ calls per loop,
we again settle the number empirically, per-application.

• The number of assertions checked in one verifi-
cation run; this number can be either one (and
CBMC is configured with the assertion’s identi-
fier) or all ; as checking one assertion at a time
scales better, we automatized our tool to iterate
through all of the program’s assertions.

All our verification runs of the memory violations in
the test cases from Table 2 came up negative, when
allowed two task loops and one IRQ per loop (in the
case of Blink and Sense) and up to eight loop and eight
IRQs per loop for TestDissemination. We then arti-
ficially triggered some positive runs in TestDissemina-
tion. First, we sent a null pointer to a requestData
call in the DisseminationEngineImplP module from
TinyOS’s network library (the comments are ours, and
long function names are wrapped on multiple lines):

static void
DisseminationEngineImplP_sendObject(uint16_t key)



Verification times
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Figure 3: Verification times for selected memory-violation assertions in Sense
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are generated for a single function, we note that veri-
fication times are similar for all these assertions, and
only depict the first and the last. Two verification runs
are given for each assertion (each run in terms of both
program unwinding time and of decision procedure run-
time); both runs are configured with one IRQ call per
task loop; the first run unwinds the task loop once, and
the second twice.

We note that most assertions are verified in a speedy
manner, using close to zero time in the decision pro-
cedure, and a constant time for program unwinding.
There are, however, notable exceptions for which the
verification time explodes—we used these time-consuming
runs to bound CBMC’s unwinding depth: for e.g. Test-
Dissemination, some five-task-loop verification runs took
up to 55 minutes.

5. RELATED WORK

5.1 Runtime error protection
Most existing solutions against software errors in sen-

sor operating systems act at runtime: the code is in-
strumented such that a statement which is semantically

unsafe under its current execution context is detected
before it is executed, and one or another diagnosis or
recovery measure is taken (which usually consists in re-
porting the error and rebooting, as summarized in Ta-
ble 3). While a necessary solution to ensure safe execu-
tion in all execution contexts, runtime error detection
is necessarily followed by the expensive redeployment of
already-deployed sensor software, and could instead be
preceded by static error detection to save on redeploy-
ment efforts.

Safe TinyOS [9] detects memory and type violations
in deployed, running code, and transfers control to a
fault handler, which either reboots or powers down after
sending a concise failure report to its base station. The
failure report identifies the error type and its source code
location (but doesn’t give an execution trace clarifying
the context which caused the error); the failure report
is used to debug the code post-deployment. While the
method allows the safe execution of existing TinyOS
code, with little programmer effort and runtime over-
head, debugging every error encountered envolves the
software’s redeployment.

A drawback of Safe TinyOS’s Deputy code instru-
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