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® Sensor networks
® Context-aware sensor software

= Context-aware safety specification

® \erification

Overview
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Software verification

® \erification vs. ® Advances in software

simulation / verification

formal verification = Counterexample-guided

abstraction refinement
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...and the software tool chain

inline static void
RealMainP$Scheduler 000001c0O0 1 *ABS*
$init (void ) { 00000000 DACl2 OCTL
SchedulerBasicP 000001c2 1 *ABS*
$Scheduler$init () ; 00000000 DAC12 1CTL
} 000001c8 1 *ABS*
# 45 "tos/chips/msp430/ 00000000 DAC12 ODAT
pins/ 000001ca 1 *ABS*
HplMsp430GeneralIOP.nc" 00000000 DAC12 1DAT
static inline void 00000122 1 *ABS*
HplMsp430GeneralIOP 00000000 DMACTLO
 Nptiamc 11 Mot 1 s 1 $38$I$set (void ) 00000124 1  *ABS*
b St Ry A nesC { Platform 00000000 DMACTL1
piMsp43 * (volatile uint8_t 000001e0 1 *ABS*

Compiler * )49U |= 0x01 << 6; Compiler 00000000 DMAOCTL
}

Platform-specific
inlined program
(sequential, C + asm)
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Components
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Machine code Deployment
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Application model

e TinyOS 2.x applications written
— in TinyOS's C TosThreads AP!.

qoier< TMilli= cad<uintl6 =

|
MainC ActiveMessageC

TOSThread Scheduler Interface to Radio
and Synchronization

amRadioStart ()
tosthread main() radioGetPayload()

tosthread create() amRadioSend()
amRadioReceive ()

tosthread sleep()

tosthread destroy() Interface to Leds

ledOn() / Off() / Toggle()

mutex lock()
SetLeds() / getLeds()

mutex init()

barrier_block() Interface to Sensors
barrier reset()

sensirionShtll temperature read()
sensirionShtll humidity read()
hamamatsuS10871 tsr read()
hamamatsuS1087 par read()




Kernel model

TOSThread Scheduler Application Interface to Radio
and Synchronization

amRadioStart ()
tosthread main() radioGetPayload()

tosthread create() amRadioSend()
) ’ amRadioReceive ()

tosthread sleep()

tosthread destroy () Interface to Leds

ledOn() / Off() / Toggle()
SetLeds() / getLeds()

mutex lock()
mutex_init()

barrier_block() . ' Interface to Sensors
barrier reset() )

sensirionShtll temperature read()
sensirionShtll humidity read()
hamamatsuS10871 tsr read()

hamamatsuS1087 par read()

Model kernel services, ensuring that their interface behaviour
IS preserved.




Programming errors and benchmarks

Table 1. Categories of bugs in context-
aware, TinyOS applications

Table 2. Categories of bugs in generic
concurrent software

Sensing exceptions Incomplete treat-
ment of sensing errors.

Data race Multithreaded (write) access
to shared resource. Not necessarily a bug.

Network exceptions Incomplete treat-
ment of network errors.

Atomicity violation Failure to enforce
the atomicity of a code region.

Interface use Incorrect use of interface
to kernel services.

Order violation Failure to enforce exe-
cution order between two code regions.

False reasoning Incorrect decision-
making given a context situation.

Claim Verified?
line

Application
(Threads/LOC)

Time Bug: context

Deadlock A thread’s failure to release a
lock-like resource, halting execution.

Bug:

awareness concurrency

Blink 4/64 66 yes

2.9s - -

SenseAndSend & 1o
6/347

32.2s interface use

no 1mO08s sensing exception -
4m25s - -

order violation

PatientNode
6/439

29.9s (interface use)

(order violation)
3mb5s (sensing exception) -
35m07s network exception deadlock

2m38s (false reasoning) -
61m12s (false reasoning) -




Rely-Guarantee Reasoning
for Context-Aware Software

with Marta Kwiatkowska
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New safety specifications

CProver specification style: assertions

sense_power (&ctx) // sensing

if (power >= MIN PWR) LedOOn(); // actuation

. assert( red led on);

2 We want context-aware assertions:

sense_power : Trig(LedOOn)

... and thread-scalable verification.
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A typing system

® Side-effect and escape analysis

J

(18:StartofThread) < Iy o= {ctz — sense_poweri }

20: arg = (void *)(&ctxl);) < Fl — {CL7°91 — Sense_pO’erfrl}

'

21 I((int)ctx1.type == 0)‘7)

/ alse

(27 '((int)ctx1.type == 1)‘7

(23: tx = )
false |- . power_ctx ([..])arg,j

\

—

P
emo_ Ctx = ([..])arg,j
(2 . power=ctx1.value;\| < if (power >= MIN PWR) LedOOn() ;
sense_power; : Trig(Led0On) // true?
&& (int)power > 30)?)
o |4




A Rely-Guarantee logic --

B over “sensor’ language:

(STMT) S ::= sense(&x); | actuate(x); | ...

with thread-local rely/guarantee actions:

(AcTiON) R,G = |p] |px q|3IX.R
| RVR|RAR|R=R|RxR

® ... and assertions:

(ASSERTION) p,q,r ::= emp, | Own(x) | B | 3X.p
| emp,_, | Own(a) ||P(Contexts) : Trig(a)|| a — n
| pValphglp=qlp*g




A thread’s verification

Fm\/rl\/rg*FQ;Rz,Gz =
I'yy VIT VIg % 'g; Ro, Ga
Fm\/rl\/rg*ré;Rz,Gg -~

Fm\/rl\/FB*FIQ;RQ,GQ =

De N\ P4

(args = ctx2;)

p21 i=pc N (arga =Y)

(IF !(power > MIN) EXIT)

P22 1= p21 A (M > MIN)

(out :== DB sel args;)

p23 = paa A (out = DB sel Y)

(IF (power > MIN) display(out);)

P23 N g




Thank You!
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