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Ubiquitous Computing

Paradigm:
Interactions with networked data-processing systems 
available everywhere.

...which autonomously monitor and adapt themselves 
and the environment.

ubiquitous 
computing

2020



Concept: Context Awareness
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Context awareness:
sense / discover changes in computational 
surrounding (local or networked)

dynamically adapt behaviour to change.

Context:
any environmental information relevant to application 
behaviour; unpredictable



...or in fewer metaphors:

Application’s    
execution environment:
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unpredictable
driven by external input

Programming behaviour:

middleware-drivenasynchronous languages

flavours of 
multithreaded code



And effort goes towards...
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Verifying application behaviour

network-wide at node
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Figure 2. Simplified call graph of TourApp

then records within the middleware a reference to the proper

application context handler and sends the subscription in-

formation to the corresponding widget. When context in-

formation reaches a subscriber, the middleware launches

a thread that calls notifySubscriber, which propagates the

context data to the proper application context handler.

Observe that there are several attributes distinguishing

the context data and necessary infrastructure in this example

from more traditional applications and their inputs:

• The behavior of the application depends on streaming

and unpredictable contextual inputs such as location

and neighbors, whose complexity is abstracted by the

middleware.

• Location sensors may feed data to the application at

any time and at different rates. Furthermore, sensors

may propagate overlapping, incomplete, and contra-

dictory data sets through the system [5].

• Event handlers are likely to operate asynchronously to

process the context changes. This often requires multi-

threaded support, and may lead to context interactions

and races within the same context handler, or between

different context handlers.

These observations have strong implications for testing.

First, it is challenging to anticipate all the relevant con-

text changes and when they could impact the behavior of

this type of application. Program-derived testing models

such as those based on control- or data-flow must be ex-

tended to consider contextual data as well as the concur-

rency issues introduced by pervasive multi-threaded context

handlers. Second, if we are to feed continuous data to a

context-aware application, then we must be able to exercise

more control on the executing application.

3 Incorporating Context-Awareness

Given a program P and its test suite T , our approach en-

hances T by manipulating P during the execution of each

test case t ∈ T with the objective of forcing the explo-

ration of potentially interesting contextual scenarios. The

underlying assumption is that, given the proper manipula-

tion mechanisms, the potential of T to explore much more

of P ’s behavior can be increased.

The approach’s novelty consists in the integrated appli-

cation of existing analysis techniques to identify and control

what contextual scenarios to explore. We now present the

approach in terms of its supporting infrastructure depicted

in Figure 3. The infrastructure consists of the following

components:

• Context-aware program points (capps) Identifier.

This component aims to identify program points where

context changes may affect the application’s behavior.
• Context Driver Generator. This component forms

potential context interleavings that may be of value to

fulfill a context-coverage criterion.
• Program Instrumentor. This component incorpo-

rates a scheduler and capp controllers into the appli-

cation to enable direct context manipulation.
• Context Manipulator. This component attempts to

expose the application to the enumerated context inter-

leavings through the manipulation of the scheduler.
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Figure 3. Overview of our testing approach

3.1 Capps Identifier

The identifier aims at recognizing program locations

where context changes may impact the application’s behav-

ior. It requires two inputs: the application source and a list

of signatures for the context-handling methods defined by

the middleware API. Sample code of the TourApp appli-

cation and its supporting middleware is presented in Figure

4, which corresponds to parts of the call graph presented in

Figure 2; the middleware code is included for completeness

purposes but is not subject to our analysis. In this exam-

ple, the application must implement the Subscriber inter-

face, which has a method whose signature is Subscriber:

void contextHandler(ContextData).

With these inputs in place we proceed to identify two

types of capps: 1) statements dependent on reading or writ-

ing context data object fields, and 2) statements reading

or writing interfered objects, that is, objects shared with

other context-handling threads. Identifying this latter kind

of capp is important because the majority of context-aware

applications run in a multi-threaded environment to han-

dle asynchronous context change events [16, 19, 25]. We

use two known program analysis techniques to recognize

the capps: side-effect analysis and escape analysis. These

techniques have been implemented, with some variations,

in freely available toolkits. Our infrastructure utilizes two

of those toolkits: Soot [13] and Indus [6] .

To identify capps corresponding to statements that de-

pend on reading or writing context data objects, we utilize

side-effect analysis; more specifically we have instantiated

the approach given by Le et al. [7] to just focus on the con-

textual data types. For our example, this results in all the

statements that may be affected by ctxData, that is, 12, 14,

21, 27, and 29 (capps #1, 2, 3, 5, 6 respectively).

To identify capps originating from multithreading con-

text handlers, we utilize escape analysis starting from each

context handler. We concentrate on detecting globally

shared object variables that can be accessed while execut-

ing any other event handler thread in the program by instan-

tiating the approach given by Ranganath et al. [12]. For

TourApp, this process results in the following statements
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Figure 5. CFGs of two types context handlers

identified as capps: 21, 22 (capp #4), 27, and 29.1

The outcome of this process is a set of interprocedural

control flow graphs where certain nodes are annotated with

capps ids. Figure 5 illustrates the CFGs for the two types

of context handlers in the example application, power and

demo (room location). The gray nodes in the graph are

capps, which are generally annotated with unique ids (the

exception being when they are part of a synchronized sec-

tion of code, in which case they receive the same id).

This information on its own can be valuable for testers

to better understand when context changes may matter for

the program, which might not be intuitive in the presence of

complex flows and interference between context handlers.

Still, the number of capps can be large, and the potential

interleavings of context changes worth testing could be even

larger. In addition, testers still lack support to exercise the

context changes considered worthy. The next components

start addressing these issues.

3.2 Context Driver Generator

Once the capps have been identified, we would like to

explore the context scenarios that are likely to generate dif-

ferent program behavior, and hence are worth exploring.

This exploration consists of traversing the CFGs to generate

a sequence of nodes that we call drivers since they will be

used to drive the test execution at a later phase.

Drivers can be generated through the traversal of a sin-

gle CFG. For example, in Figure 5, a traversal of the

CFG corresponding to power could generate the driver

{capp1, capp3, capp4}. More interestingly, however, are

the traversals across multiple CFGs, because they explore

1We point the reader interested in these techniques to the work of Le

et al. and Ranganath et al. [7, 12] and for their detailed application to our

example refer to our technical report [24].
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then records within the middleware a reference to the proper

application context handler and sends the subscription in-

formation to the corresponding widget. When context in-

formation reaches a subscriber, the middleware launches

a thread that calls notifySubscriber, which propagates the

context data to the proper application context handler.

Observe that there are several attributes distinguishing

the context data and necessary infrastructure in this example

from more traditional applications and their inputs:

• The behavior of the application depends on streaming

and unpredictable contextual inputs such as location

and neighbors, whose complexity is abstracted by the

middleware.

• Location sensors may feed data to the application at

any time and at different rates. Furthermore, sensors

may propagate overlapping, incomplete, and contra-

dictory data sets through the system [5].

• Event handlers are likely to operate asynchronously to

process the context changes. This often requires multi-

threaded support, and may lead to context interactions

and races within the same context handler, or between

different context handlers.

These observations have strong implications for testing.

First, it is challenging to anticipate all the relevant con-

text changes and when they could impact the behavior of

this type of application. Program-derived testing models

such as those based on control- or data-flow must be ex-

tended to consider contextual data as well as the concur-

rency issues introduced by pervasive multi-threaded context

handlers. Second, if we are to feed continuous data to a

context-aware application, then we must be able to exercise

more control on the executing application.

3 Incorporating Context-Awareness

Given a program P and its test suite T , our approach en-

hances T by manipulating P during the execution of each

test case t ∈ T with the objective of forcing the explo-

ration of potentially interesting contextual scenarios. The

underlying assumption is that, given the proper manipula-

tion mechanisms, the potential of T to explore much more

of P ’s behavior can be increased.

The approach’s novelty consists in the integrated appli-

cation of existing analysis techniques to identify and control

what contextual scenarios to explore. We now present the

approach in terms of its supporting infrastructure depicted

in Figure 3. The infrastructure consists of the following

components:

• Context-aware program points (capps) Identifier.

This component aims to identify program points where

context changes may affect the application’s behavior.
• Context Driver Generator. This component forms

potential context interleavings that may be of value to

fulfill a context-coverage criterion.
• Program Instrumentor. This component incorpo-

rates a scheduler and capp controllers into the appli-

cation to enable direct context manipulation.
• Context Manipulator. This component attempts to

expose the application to the enumerated context inter-

leavings through the manipulation of the scheduler.

Keywords: middleware, Java, validation. 
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to Meeting, Home, Outdoor, Jogging, and Office, and low
priority to rules related to Sync (since synchronization can
be performed after other activities have been accounted for).

Table 2 presents the set of adaptation rules we defined for
PhoneAdapter. For convenience, the table depicts names
we use later in the text to refer to specific rules, and it de-
picts rule predicates both in their simplified form expressed
over propositional context variables, and in their fully ex-
panded form expressed over sensed context variables. In
some cases a rule name is used in place of a full predicate,
meaning that the full predicate is the same as that of the
named rule.2 Also, the table does not show the actions of
rules, since they play no role in our example.

As shown in the table, PhoneAdapter adapts between
nine different states according to 19 different rules ex-
pressed over three different sensed context variables,
namely BT (Bluetooth), GPS and Time, which are moni-
tored via 12 propositional context variables representing the
12 different relational expressions in which the sensed con-
text variables are used. For example, one such relational ex-
pression is GPS.location()=home, which tests whether the
location sensed by the phone’s GPS sensor corresponds to
the user’s home location (stored in variable home). This re-
lational expression is represented throughout the rules by
the propositional context variable Bgps.

Figure 2 depicts the (labelled) transition system associ-
ated with the adaptation rules of PhoneAdapter, with state
General being its initial state.

5 Encoding a CAAAs using OBDDs

In this section we show how a CAAA can be encoded us-
ing OBDDs, using a technique similar to the one presented
in Section 3.

The number of Boolean variables required to encode
states of S is N = !log2|S|"; for instance, for the exam-
ple in the previous section N = !log2|9|" = 4. Let v̄ be
the vector of N Boolean variables encoding S; in addition,
we introduce N more variables to encode the “destination”
state in a transition by means of a vector v̄′ = (v1, . . . , vN ).
We also introduce M = |C| variables that represent the truth
value of the Boolean propositional context variables (in the
example presented in the previous section there are 12 such
variables) encoded by the Boolean vector c̄ = (c1, . . . , cM ).
Finally, we introduce O = !log2|A|" variables to encode
actions.

The representation above allows for the encoding of
rules inR: let R = (S, P, S′, A) be a rule inR. Its Boolean

2Note that according to our definitions ofR and M , the row named Ac-
tivateDriving in Table 2 actually represents four different rules, each being
active in a different state; however, because the predicates and priorities of
those rules are identical, we represent them in the table with a single rule
name for simplicity.

Figure 2. The transition system for
PhoneAdapter.

representation is given by v̄ ∧ ¯P (S) ∧ v̄′ ∧ ā, where v̄ and
v̄′ are, respectively, the Boolean representation of states S
and S′, ¯P (S) is a Boolean formula representing the predi-
cate P in which the appropriate variables from C have been
substituted, and ā is the Boolean encoding for the action
A. For instance, if S is represented by the Boolean vec-
tor (1, 1, 1, 1), S′ by the Boolean vector (1, 1, 1, 0), P (S)
by the Boolean expression c1 ∧ c3 ∧ ¬c6 (these represent
the context variables as they are used in P (S)), and A by
the Boolean vector (1, 0), then R̄ is the following Boolean
expression:

(v1∧v2∧v3∧v4)∧(v′1∧v′2∧v′3∧¬v′4)∧(c1∧c3∧¬c6)∧(a1∧¬a2)

The set of rules R is encoded by a Boolean formula as
well by taking the disjunction of all the rules Ri ∈ R, i.e.:

R̄ =
∨

Ri∈R
R̄i

All the Boolean formulae mentioned here can be repre-
sented by means of OBDDs thus providing a compact rep-
resentation and enabling symbolic computations. In par-
ticular, given the Boolean formula R̄ encoding rules, we
compute the set of states reachable from the initial state by
means of Algorithm 1. In the following, we use the notation
from [25], which provides a C/C++ library for the efficient
manipulation of OBDDs (notice that BDD and OBDD are
synonyms in this library).

The set of states reachable from Sinit is needed for the
verification algorithms presented in the next section. This

Faults:

reachability 
determinism
state/rule liveness
stability 
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for short, is a triple 〈C, U, S〉, where C is a set of context variables,
U is a set of adaptive actions, and S is a set of situations such that,
for every situation s = 〈Cs, p, Act〉 ∈ S, Act ∈U and Cs ⊆C.

When a standard program is seen as a set of program units, a
CM-centric program extends it by taking also its context-aware
interfaces into account. Hence, we assume that all interactions of
a CM-centric program with its environment are made through the
context-aware interfaces.

2.2 A Motivation Example
In this section, we outline a fragment of a sample CM-centric

program, which is a smart streetlight application implemented on
the Cabot middleware platform. The application scenario [35] is as
follows:

Consider a system of smart streetlights that collaborate
to illuminate a city zone. It includes two features.
(i) Every visitor can personalize their favorite level of
illumination irrespectively of their location within the
zone. (ii) At the same time, the system maximizes
energy savings by dimming unnecessary streetlights.
When there is no visitor nearby, a streetlight will turn
itself off. When a visitor walks toward a particular
streetlight, the light detects the visitor and brightens
itself. A streetlight nearby may dim itself if the closest
light has provided sufficient illumination. Another
streetlight may not dim, however, if there are other
visitors requiring illumination. Because of the
interference from other light sources and the presence
of other visitors nearby, the resulting illumination for
the visitor may differ from their favorite level. Finally,
the system assumes that the effective distance for any
streetlight to serve a visitor is at most 5 meters.

Suppose the application defines two situations, namely a visitor
appearing nearby (svisitor nearby) and the illuminance being lower
than the favorite level (slow illuminance). Their implementations
are shown in Tables 3 and 4, respectively, in a tabular format for
the ease of understanding. Take the situation low illuminance in
Table 4 as an example. The middleware defines slow illuminance
as a triple 〈Clow, plow, incCurrent〉. Clow contains all the context
variables that will be referenced or updated in the triggering
condition and/or the adaptive action. The set of context variables
used in plow, namely {E f , Ev, d}, is a subset of Clow. The
middleware will invoke the adaptive action incCurrent whenever
plow is satisfied. The situation svisitor nearby is defined similarly in
Table 3. Thus, the set of situations Sstreetlight for the application
is {slow illuminance, svisitor nearby}. Similarly, the set of context
variables used in the application scenario, as listed in Table 1,
is given by Cstreetlight = {Voc, I, Imax, R, Ev, E f , d}. The set of
adaptive actions Ustreetlight is {incCurrent, computIllum}. In this
way, the CM-centric program is 〈Cstreetlight, Ustreetlight, Sstreetlight〉.
Cabot distinguishes a context variable, say Imax, from the local
variable in an adaptive action by adding a prefix “$” to the latter, as
in $Imax.

The system works as follows: When a streetlight detects a
visitor within a distance of 5 meters, as specified as the triggering
condition in Table 3, the situation svisitor nearby is satisfied. The
corresponding adaptive action computIllum in Table 3 will be
invoked to compute the following in sequence: (i) the current of
the circuit for the given situation based on Ohm’s Law, (ii) the
output power of the streetlight, and (iii) the illuminance of incident
light at the visitor’s location. Similarly, the situation slow illuminance
will determine whether the actual illuminance satisfies the visitor’s

Table 1: Contexts used in sample application
Context Description
Voc voltage of open circuit
I current
Imax maximum current allowed
R adjustable resistance
Ev illuminance of incident light at visitor’s location
E f visitor’s favorite level of illuminance
d distance between visitor and streetlight

Table 2: Constants used in sample application
Constant Description

ε maximum tolerance between Ev and E f
k physical constant for output power
r fixed resistance of streetlight

dR decremental value of adjustable resistance

Table 3: Code fragment for situation visitor nearby
Situation visitor nearby = 〈Cin, pin, computIllum〉
Contexts Cin = {d,Voc,R, I, Imax,Ev}
Triggering condition pin = (d ≤ 5)
Adaptive action computIllum {

$Voc = Voc;
$R = R;
I = $Voc/(r +$R);
$I = I
$P = k ∗$I ∗$I ∗ r;
$d = d;
Ev = $P/($d ∗$d);

}

Table 4: Code fragment for situation low illuminance
Situation low illuminance = 〈Clow, plow, incCurrent〉
Contexts Clow = {E f ,Ev,d, I, Imax,R}
Triggering condition plow = (E f −Ev > ε)∧ (d ≤ 5)
Adaptive action incCurrent {

$I = I;
$Imax = Imax;
if ($I < $Imax) & (R > 0)

R = R−dR;
}

favorite level. A satisfaction of slow illuminance means insufficient
illuminance. It causes the middleware to invoke the adaptive
action incCurrent, which increases the current by reducing the
adjustable resistance. The adjustment will end if the corresponding
triggering condition is satisfied. Because of the instability of
location sensing [24, 38], however, these context values may
further fluctuate. A full description of the application scenario can
be found in [21].

3. TESTING CHALLENGES
In this section, we report on our study in identifying three

kinds of obstacle that hinder the effective application of standard
data flow testing criteria [40] to CM-centric programs because of
context-awareness.

Context-Aware Faults: Suppose there is a fault in the triggering
condition of the situation visitor nearby which duplicates the
triggering condition in the situation low illuminance. (We note
that a situation resides at the middleware tier.) In other words,
the faulty triggering condition is “(E f − Ev > ε) ∧ (d ≤ 5)”.
Compared with the original triggering condition “d ≤ 5”, this
fault reduces the chance for the middleware to invoke the adaptive
action computIllum and, hence, reduces the context-awareness of
the application. Traditional data flow testing [12] would compute

244
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Figure 6. FSM for the Surge Application

edge from state 2 to 4 would never be taken. However, the
programmer seems to have anticipated the fact that if the
underlying implementation were to change, getBuffer
might return 0, and added a check for the return value in the
code. But in forgetting to reset the gfSendBusy variable
to FALSE, the programmer has introduced an anomaly (at
best, and a latent bug, at worst) into Surge, one that was not
readily apparent upon manual inspection of the code.

MultiHopEngine MultiHopEngine is the component
which acts as a packet forwarding engine for the MultiHo-
pLQI and MintRouting routing protocol implementations
in TinyOS-1.x. This component provides a Send inter-
face for the programmer to send packets to it. It then for-
wards these packets to the SendMsg interface, which sends
them over the network to the next hop in the routing tree.
Also, it forwards packets received from the network over
the ReceiveMsg interface to the SendMsg interface. Un-
like our prior examples, MultiHopEngine is not a stand-
alone TinyOS application, but a system component. Fig-
ure 7 represents the FSM generated by FSMGen for Multi-
HopEngine.

We can see that FSMGen is able to generate a compact as
well as accurate FSM for MultiHopEngine. It is able to cap-
ture the behavior of the component when the Send.send
command is called in state 4 by the application that uses this
component. In state 0, the self-loops for the Send.send de-
note cases in which the message is not sent either because
the packet size exceeds TOSH DATA LENGTH, or the node
on which the application is running does not have a parent
in the routing tree, or an attempt to send the packet on the
radio fails. Only when the radio SendMsg.send succeeds
does the component move into state 1 , where it waits for the
SendMsg.sendDone event to occur.

MultiHopEngine provides a Receive interface for ap-
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SendMsg.sendDone

Msg send failed
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Remote msg forwarded

SendMsg.sendDone
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SendMsg.sendDone enabled

Figure 7. FSM for MultiHopEngine

plications. An application programmer expects that an ap-
plication running on the root node could use the Receive
interface to receive packets sent up the tree. In fact,
as we discovered by examining the FSM inferred by
FSMGen, the MultiHopEngine implementation does not
satisfy this expectation. We noticed that all edges for
the ReceiveMsg.receive event in the FSM have a
condition involving the calling of the SendMsg.send
event, i.e. SendMsg.send is always called within the
ReceiveMsg.receive event handler. This implies that
for all packets received at any node, the packet is sent out on
the network interface, never up to the application. Indeed,
upon examining the application code, we found that at the
root node, the packet is sent to the UART. A regular con-
tributor to the TinyOS community expressed surprise at this
finding, and we have verified that the TinyOS 2.x forward-
ing engine does not exhibit this behavior. We suspect that
MultiHopEngine is always used with the root connected to
a base station, and never with an application at the root node
wired to MultiHopEngine.

FTSP To see how FSMGen performed on extremely com-
plex programs, we ran it on the code for FTSP, a popular
time synchronization protocol [23]. The code for FTSP con-
tained around 46 branching conditions, of which 19 were
part of the predicate abstraction. The FSM for FTSP before
minimization had 255 states, and after using the unmod-
ified Myhill-Nerode algorithm for more aggressive mini-
mization, has 16 states (Figure 8).

We have verified that the FSM reflects the expected be-
havior but will refrain from discussing it since that requires
a detailed description of the FTSP protocol. However, an
interesting feature of the FSM is that all states have edges
to state 6 on the event ReceiveMsg.receive, on the
condition that although the node should be synchronized,

Deriving State Machines from TinyOS Programs using Symbolic Execution
Nupur Kothari, Todd Millstein, and Ramesh Govindan

IPSN ‘08

may fire. It would be too unwieldy to consider the possi-
bility of these events being handled at each program point.
Instead, our framework assumes that such events will only
be processed once a prior event handler and all posted tasks
have completed their execution and the application is “wait-
ing” for a new event. At that point, our symbolic execution
framework explores all possible orders in which the enabled
external events may be processed. While this approach can
miss potential execution paths, if the programmer ensures
that no interrupt handler unwittingly modifies any variables
used within a task that it can interrupt, the resulting sym-
bolic state after some missing execution path will be identi-
cal to that of some execution path that our model does con-
sider. Possibly for this reason, we have not noticed the loss
of precision in practice.

Maintaining the set of enabled external events requires
tracking two kinds of external events, as described in Sec-
tion 2. External events that are not triggered within the pro-
gram, but instead can occur at any time, are always consid-
ered in the set of enabled events. Apart from these, events
forming part of a split-phase operation are considered in the
set of enabled external events only if the command trigger-
ing them is executed.

We assume that the user provides our framework with
the set of split-phase event pairs, in order to complete our
knowledge about external events. In our experiments, we
only needed to provide at most five such event pairs. When
a call to a split-phase operation (e.g., Send.send) is en-
countered during traversal, we traverse the corresponding
handler as described above. Upon returning to the caller,
we invoke the constraint solver to determine the value of
the result. If we determine that the result indicates suc-
cess, then we add the corresponding external event (e.g.,
Send.sendDone) to the set of enabled external events. If
we determine that the result indicates failure, then the ex-
ternal event is not added to the set. If the value of the result
cannot be determined, then we simulate both possibilities.

3.3. Constraint Solver

As mentioned above, we use a constraint solver to de-
termine the values of predicates during the traversal, in or-
der to prune infeasible paths. Rather than building our own
customized tool, we use an off-the-shelf constraint solver,
CVC3 [29]. This tool incorporates decision procedures for
a variety of logical theories, including propositional logic,
linear arithmetic, bit vectors, arrays, and structures.

To determine the value of a predicate e in a given sym-
bolic state, our framework automatically mirrors the sym-
bolic state as axioms that are provided to CVC3. For ex-
ample, if the symbolic store maps y to the symbolic value
cx + 5, then we declare variables y and cx in CVC3 along
with the axiom y == cx +5. Similarly, each predicate in the
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Figure 3. Structure of FSMGen

symbolic state’s set of assumed predicates is translated into
a CVC3 axiom.

Finally, the predicate e is translated to CVC3 and posed
as a query. If CVC3 indicates that e is valid in the context
of the given axioms, then we know that e has the value true
at this point. Otherwise, we pose !e as a query to CVC3. If
CVC3 indicates that !e is valid in the context of the given
axioms, then we know that e has the value false at this point.
Otherwise, we consider the value of e to be unknown.

4. Deriving State Machines with FSMGen

Figure 3 describes the overall structure of FSMGen, our
tool for automatically inferring FSMs for TinyOS applica-
tions or system components. In addition to the TinyOS pro-
gram, FSMGen requires domain-specific information about
commands and events that are split-phase, as mentioned
earlier, since this information is not derivable from the code.
FSMGen also requires the user to annotate modules to be
considered interesting for the component whose FSM they
want to extract, and to list the events they want included
in the resulting state machine. FSMGen interacts with the
symbolic execution framework described in the previous
section to obtain symbolic states at various program points
of interest. It also reuses that framework’s constraint solver
to perform predicate abstraction, which maps each sym-
bolic state to a state of the resulting FSM. Finally, FSMGen
employs a minimization procedure to make the FSM com-
pact and user-readable.

We first describe how FSMGen derives and uses a finite
set of predicates as the basis for each state in the FSM. We
then describe the algorithm that FSMGen uses to build the
FSM, utilizing the symbolic execution framework and pred-
icate abstraction. Finally, we describe FSMGen’s algorithm
for minimizing the state machine produced by the previous
step.

Keywords: asynchronous, nesC, model extraction. 
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from Context-Aware Code

These being said,



Capps: a generalization
... of side-effect-, escape-like analyses
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read capps

write capps

termination capps

user capps print*(ctx);
if(ctx) 
   set_register(r);

or

if(x > MAX) 
   y = x;

x = ctx;

if(x > MAX) 
   while 1; 
y = 1;



... or in pictures:
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unsigned power, demo;

void update_power(ctxt *power_ctx)
{
    power = power_ctx->value;
}

void update_demo(ctxt *demo_ctx)
{
    if(demo_ctx->value == 1 && power>30)
        demo = 1;
    else if(demo_ctx->value == 2 && power>30)
        demo = 2; 
  
  if(demo == 1)
    printf("demo 1");
  if(demo == 2)
    printf("demo 2");
}

void* context_handler(void *arg)
{
    if(((ctxt *)arg)->type == TYPE_POWER)
        update_power(arg);

    else if(((ctxt *)arg)->type == TYPE_DEMO)
        update_demo(arg);

    return NULL;
}

void middleware()
{
    ctxt ctx1 = [..];
    pthread_create(id, NULL, context_handler, &ctx1);
}



To FSM:
FSM: 

situations                         
<contexts, predicate, action>

... to state machine:        
transitions, states

Take e.g.

transitions: all context-
controlled control flow

states: all other side effects
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for short, is a triple 〈C, U, S〉, where C is a set of context variables,
U is a set of adaptive actions, and S is a set of situations such that,
for every situation s = 〈Cs, p, Act〉 ∈ S, Act ∈U and Cs ⊆C.

When a standard program is seen as a set of program units, a
CM-centric program extends it by taking also its context-aware
interfaces into account. Hence, we assume that all interactions of
a CM-centric program with its environment are made through the
context-aware interfaces.

2.2 A Motivation Example
In this section, we outline a fragment of a sample CM-centric

program, which is a smart streetlight application implemented on
the Cabot middleware platform. The application scenario [35] is as
follows:

Consider a system of smart streetlights that collaborate
to illuminate a city zone. It includes two features.
(i) Every visitor can personalize their favorite level of
illumination irrespectively of their location within the
zone. (ii) At the same time, the system maximizes
energy savings by dimming unnecessary streetlights.
When there is no visitor nearby, a streetlight will turn
itself off. When a visitor walks toward a particular
streetlight, the light detects the visitor and brightens
itself. A streetlight nearby may dim itself if the closest
light has provided sufficient illumination. Another
streetlight may not dim, however, if there are other
visitors requiring illumination. Because of the
interference from other light sources and the presence
of other visitors nearby, the resulting illumination for
the visitor may differ from their favorite level. Finally,
the system assumes that the effective distance for any
streetlight to serve a visitor is at most 5 meters.

Suppose the application defines two situations, namely a visitor
appearing nearby (svisitor nearby) and the illuminance being lower
than the favorite level (slow illuminance). Their implementations
are shown in Tables 3 and 4, respectively, in a tabular format for
the ease of understanding. Take the situation low illuminance in
Table 4 as an example. The middleware defines slow illuminance
as a triple 〈Clow, plow, incCurrent〉. Clow contains all the context
variables that will be referenced or updated in the triggering
condition and/or the adaptive action. The set of context variables
used in plow, namely {E f , Ev, d}, is a subset of Clow. The
middleware will invoke the adaptive action incCurrent whenever
plow is satisfied. The situation svisitor nearby is defined similarly in
Table 3. Thus, the set of situations Sstreetlight for the application
is {slow illuminance, svisitor nearby}. Similarly, the set of context
variables used in the application scenario, as listed in Table 1,
is given by Cstreetlight = {Voc, I, Imax, R, Ev, E f , d}. The set of
adaptive actions Ustreetlight is {incCurrent, computIllum}. In this
way, the CM-centric program is 〈Cstreetlight, Ustreetlight, Sstreetlight〉.
Cabot distinguishes a context variable, say Imax, from the local
variable in an adaptive action by adding a prefix “$” to the latter, as
in $Imax.

The system works as follows: When a streetlight detects a
visitor within a distance of 5 meters, as specified as the triggering
condition in Table 3, the situation svisitor nearby is satisfied. The
corresponding adaptive action computIllum in Table 3 will be
invoked to compute the following in sequence: (i) the current of
the circuit for the given situation based on Ohm’s Law, (ii) the
output power of the streetlight, and (iii) the illuminance of incident
light at the visitor’s location. Similarly, the situation slow illuminance
will determine whether the actual illuminance satisfies the visitor’s

Table 1: Contexts used in sample application
Context Description
Voc voltage of open circuit
I current
Imax maximum current allowed
R adjustable resistance
Ev illuminance of incident light at visitor’s location
E f visitor’s favorite level of illuminance
d distance between visitor and streetlight

Table 2: Constants used in sample application
Constant Description

ε maximum tolerance between Ev and E f
k physical constant for output power
r fixed resistance of streetlight

dR decremental value of adjustable resistance

Table 3: Code fragment for situation visitor nearby
Situation visitor nearby = 〈Cin, pin, computIllum〉
Contexts Cin = {d,Voc,R, I, Imax,Ev}
Triggering condition pin = (d ≤ 5)
Adaptive action computIllum {

$Voc = Voc;
$R = R;
I = $Voc/(r +$R);
$I = I
$P = k ∗$I ∗$I ∗ r;
$d = d;
Ev = $P/($d ∗$d);

}

Table 4: Code fragment for situation low illuminance
Situation low illuminance = 〈Clow, plow, incCurrent〉
Contexts Clow = {E f ,Ev,d, I, Imax,R}
Triggering condition plow = (E f −Ev > ε)∧ (d ≤ 5)
Adaptive action incCurrent {

$I = I;
$Imax = Imax;
if ($I < $Imax) & (R > 0)

R = R−dR;
}

favorite level. A satisfaction of slow illuminance means insufficient
illuminance. It causes the middleware to invoke the adaptive
action incCurrent, which increases the current by reducing the
adjustable resistance. The adjustment will end if the corresponding
triggering condition is satisfied. Because of the instability of
location sensing [24, 38], however, these context values may
further fluctuate. A full description of the application scenario can
be found in [21].

3. TESTING CHALLENGES
In this section, we report on our study in identifying three

kinds of obstacle that hinder the effective application of standard
data flow testing criteria [40] to CM-centric programs because of
context-awareness.

Context-Aware Faults: Suppose there is a fault in the triggering
condition of the situation visitor nearby which duplicates the
triggering condition in the situation low illuminance. (We note
that a situation resides at the middleware tier.) In other words,
the faulty triggering condition is “(E f − Ev > ε) ∧ (d ≤ 5)”.
Compared with the original triggering condition “d ≤ 5”, this
fault reduces the chance for the middleware to invoke the adaptive
action computIllum and, hence, reduces the context-awareness of
the application. Traditional data flow testing [12] would compute

244



15

... or in 
pictures:

state ids
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... or in 
pictures:

state ids, transitions
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... or in 
pictures: state ids, transitions,

states

// state composition
(18, 20, 21)
(23, 24, 40, 42)
(27)
(29, 30)
(31, 35)
(33)
(34, 35)
(35)
(36, 37)
(37)
(38, 40, 42)
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